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1	Decision/action requested
It is proposed to approve the new content proposed in this document.
2	References
[1]	3GPP TR 33.870 V0.1.0 Study of privacy of identifiers over radio access
[bookmark: _Hlk99720930][2]	ISO/IEC 29100, “Information technology — Security techniques — Privacy framework” https://www.iso.org/standard/45123.html  
[3]	ISO/IEC 27550, “Infor NOTE: Available at mation technology — Security techniques — Privacy engineering for system life cycle processes” https://www.iso.org/standard/72024.html
[4]	ISO/IEC 24760-1, “IT Security and Privacy — A framework for identity management — Part 1: Terminology and concepts” https://www.iso.org/standard/77582.html 
3	Rationale
Privacy has its properties described and defined in ISO publications [1], [2], and [3]. Investigating privacy of identities transmitted over the air is the main goal of this document. Knowing privacy properties is imperative to knowing when privacy as a goal is reached.  This PCR proposes a new clause that lists privacy properties in general context.
4	Detailed proposal

*** 1st CHANGE ***
[bookmark: _Toc2086436]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[x1]	ISO/IEC 29100, “Information technology — Security techniques — Privacy framework” https://www.iso.org/standard/45123.html  
[x2]	ISO/IEC 27550, “Infor NOTE: Available at mation technology — Security techniques — Privacy engineering for system life cycle processes” https://www.iso.org/standard/72024.html
[x3]	ISO/IEC 24760-1, “IT Security and Privacy — A framework for identity management — Part 1: Terminology and concepts” https://www.iso.org/standard/77582.html

*** 2nd CHANGE ***
[bookmark: _Toc96618687]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
example: text used to clarify abstract rules by applying them literally
Anonymity: characteristic of information that does not permit a personally identifiable information (PII) principal to be identified directly or indirectly [x1]. In this property, an object is not capable of being identified among its peers (i.e., in the anonymity set). End-to-end anonymity requires that the identity of an entity is being hidden from other entities, even in the same anonymity set.
Unlinkability: property that ensures that a personally identifiable information (PII) principal may make multiple uses of resources or services without others being able to link these uses together [x2]. In unlinkability, the individual’s or individual object’s information is unlinkable between two or more users in a particular system. 
Undetectability: In modern networks, several objects (e.g., UEs, hosts, applications, users.) are communicating and exchanging information with each other. However, an attacker may aim to detect the communicating entities by eavesdropping on information/data exchanged. Therefore, in modern systems, the information and/or objects must be undetectable to the attacker, i.e., the attacker cannot sufficiently distinguish whether it exists or not.
Unobservability: In this property, an attacker may not be able to observe whether two or more entities are participating in the communication. In other words, if an entity had sent a message over the communication channel, then an adversary (i.e., active or passive) should not be able to observe the targeted entity, e.g., sending mobile healthcare data to the physician. This means undetectability and anonymity.
Pseudonym: an identifier that contains minimal identity information sufficient to allow a verifier to establish it as a link to a known identity [x3]. A pseudonym can also be defined as an instance of an object that is named unlike the object(s) real name(s). In modern networks, several stakeholders may be involved. As these stakeholders may access sensitive or private information, a smart object has to have several instances (i.e., pseudonymity). These instances may be known only to authorized entities. 
Pseudonymity: Pseudonymity is the property guaranteed by using, instead of the real identity, a pseudonym.
*** END OF CHANGES ***

	
	
	



